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1. Internet Banking BOAweb ï Key Features 
 
The key features of BOAWeb are available in three parts :  
 

Account Inquiry 

Á View account balances 

Á View end of day balances 

Á View detailed transaction movements - List of transactions on accounts 

Á Search and Download: Search for transactions on accounts and download statements 

in CSV, XLS (Excel) and PDF formats 

 

Funds Transfer 

Á Domestic funds transfer with the possibility of adding a new beneficiary 

Á International funds transfer with the possibility of adding a new beneficiary 

Á International funds transfer with the possibility to attach supporting documents 

Á Beneficiary management (secure addition of a new beneficiary) 

Á Signing of payments (for multi-signatory business customers) 

 

Personal Settings  

Á My accounts (Information about my account settings) 

Á My personal data (email address, mobile phone number, address) 

Á My security details 

Á Change my password 

Á Multi-factor authentication 

 

Services 

Á Cheque book request 

Á BOA Express Money Transfer 
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2. First connection to BOAweb  

2.1 Subscription to BOAweb 
 

i. Go to your BOA branch or contact your Relationship Manager to fill in the BOAweb 
application form. 

ii. You will receive an e-mail notification from BANK OF AFRICA containing your user 
name and a link to connect to the portal and set up your password. The e-mail is 
sent to the address that you indicated the BOAweb application form.  
 

Important :  

Á The link received via e-mail can only be used once and is valid for 24 hours. In case you 

face any difficulties, kindly contact your Relationship Manager.  

 

2.2 Password set-up  
 

i. Click on the link received by e-mail and enter the following information in the 
password set-up screen:  

¶ Account number: The last 7 figures of one of your account numbers. To find it, 

please refer to your account statement. 

¶ User name: Provided in the e-mail sent by the bank 

¶ New password: 6-digit combination 

¶ Password confirmation: Same 6-digit combination as above 

 
 

https://www.google.fr/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiAgd6-yfzeAhXMxoUKHd8EAj0QjRx6BAgBEAU&url=https://www.mjcdouai.fr/accueil/attachment/attention&psig=AOvVaw0PLKzpfOMHJktj8ZDputb2&ust=1543682943544096
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ii. Click on ñConfirmò. 
iii. You will receive an e-mail confirming the successful setup of your password. 
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2.3 Log in with your username and password  
 

i. After you have completed the previous step, you will immediately be redirected to 

the log-in page. 

 

 
 

ii. Enter your username and newly created password and click on ñLog inò. 
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2.4 Acceptance of the General Terms and Conditions 
 

i. All first time user are required to read and accept the general terms and conditions. 
To accept, check the box besides ñI accept the BOAweb terms and conditionsò and 
then click on ñContinueò. 

 
 

  

 
 

2.5 Telephone number update 
 

i. The last step consists of updating your telephone number on the portal if you had 
indicated an updated number in the application form. Select your country, enter 
your mobile telephone number, confirm it and then click on ñConfirm telephone 
numberò.  
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ii. You can now view your accounts and freely navigate the portal. 
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3. Activating multi-factor authentication (MFA) 
 
To ensure reinforced security while using BOAweb, it is advisable to activate multi-factor 
authentication. MFA is a security system that enables you to verify your identity by 
requiring multiple credentials. In the case of BOAweb, in addition to your username and 
password, it would enable you verify your identity using a one-time code generated by a 
multi-factor authentication application.   
 
For funds transfers, the bank has set threshold amounts above which MFA is mandatory 
for Enterprise customers. For more information on the specific threshold amounts defined 
by your respective bank, click on ñFind out moreò after logging in to BOAweb. 

 

i. Download Google Authenticator or Microsoft Authenticator from Google Play (for 

Android users) or App Store (for iOS users) on your mobile device. 

ii. If you havenôt yet activated MFA, once logged in to BOAweb, a notification will appear 

on your screen prompting you to do so. Click on ñFind out moreò. 

 
 

iii. Read the information on reinforced security and then click on ñActivate multi-factor 

authenticationò. 

 

 
 

 

iv. Follow the instructions to complete configuration of Google Authenticator or Microsoft 

Authenticator on your mobile device and activate MFA : 
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¶ Open the Google Authenticator / Microsoft Authenticator application that you 

downloaded onto your mobile device. 

¶ In the application, go to the option that enables you to add an account. The 

application proposes two methods to add the account ï Scan QR code or Enter a 

setup key. Select ñScan QR codeò. 

¶ Scan the Quick Response Code (QR code) that is displayed on your BOAweb 

screen. This QR Code is associated to your user account. You will only need to 

scan this once to complete the setup. 
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¶ Enter the 6-digit code generated by Google Authenticator / Microsoft 

Authenticator in the field just below the instructions on BOAweb. 
 

 
 
 
 
 

 
 

 

¶ Click on ñActivateò.  

¶ MFA has now been enabled for your BOAweb user account. 

 
 

For further guidance, watch the video here. 
 

 
 
 
 
 
 
 

https://www.youtube.com/watch?v=jE43k8zwMpg
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Important :  
 
Á You must enter the code immediately otherwise it will expire after 30 seconds. You would 

then have to use the new code shown on the app within 30 seconds. 

Á In case of difficulty or failure to log in, you will need to contact your Account Manager to 

provide further assistance. 

Á With each new log in, you will need to get a new code from Google Authenticator / Microsoft 

Authenticator. 

Á You will also be required to generate a 6-digit code to approve funds transfer transactions. 

Á In case you change your mobile device, re-install the Google Authenticator / Microsoft 

Authenticator application on your new mobile device and request a fresh QR code via the 

BOAweb portal. 
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13 
 

BOAweb ï Customer User Guide V 2.0 

4. Reset Password  
 

i. In the event of a forgotten password, navigate to the log in page of the BOAweb portal 

and click on ñReset passwordò. 

 
 

 
 

 
ii. Enter your username to receive the instructions on how to reset your password. 

 

 
 

iii. You will receive an e-mail from the bank with instructions on how to reset your 

password. 
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5. Change Personal Information 
 
This allows you to modify user-specific personal data e.g. 
Á E-mail address 

Á Cell phone number 

Á Physical and postal Address 

Á Language 

Important:  
Enter all required information to complete the update. 
 

 
 
 
 

  

https://www.google.fr/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiAgd6-yfzeAhXMxoUKHd8EAj0QjRx6BAgBEAU&url=https://www.mjcdouai.fr/accueil/attachment/attention&psig=AOvVaw0PLKzpfOMHJktj8ZDputb2&ust=1543682943544096
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6. Create a New Beneficiary 
 
The registration of a new beneficiary requires the use of a verification code that the user can 
opt to receive via e-mail or SMS. 
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7. Standing Orders 
 
In the BOAweb application, it is possible to create, modify or cancel a domestic or 
international or an account-to-account standing order. 
 

7.1 Create a standing order 

 
Users can create the following types of standing orders: 

¶ Domestic or 

¶ International or 

¶ Account to account (accounts within the same bank) 
 

iii. In the ñFunds Transferò menu, select the desired transfer type, for instance 
"Domestic funds transfer". 
 

  

 
iv. Fill in all the fields of the funds transfer form: 

¶ Beneficiary 

¶ Account to debit 

¶ Currency 

¶ Amount 

¶ Transfer fee details 

¶ Reason for transfer 

 
v. Check the "Set as a Standing Order" checkbox 

 

 
 
vi. Fill in the additional fields for the Standing Order: 

¶ First due date ï indicates the execution date of the standing order. This date is 

usually equal or superior to the initiation date. 
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¶ End date ï indicates the end date of the standing order. It is strictly superior to 

the date of the first due date. 

¶ Frequency ï indicates the frequency of the transfer: daily, weekly, bi-weekly, 

monthly, bi-monthly, quarterly, half-yearly, and yearly. 

  
 

 
 
vii. Confirm the creation of the standing order by clicking on "Create a new funds 

transfer". 
 

viii. The standing order created is available at any time and can be viewed by clicking 
on ñStanding ordersò in the dropdown list of the ñFunds Transferò menu". 
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7.2 Sign a standing order 
 

This step allows you to sign the following types of standing orders: 

¶ Domestic or 

¶ International or 

¶ Account to account  
 
NB: The standing order is automatically cancelled by the system if it is not signed within 6 
days after the set up date. 
 

i. In the ñFunds Transferò menu, select "Standing orders" and search for the transfer 
to be signed. The transfers awaiting signatures have the status ñAwaiting 
signatureò. 

 

 
 

ii. To sign the transfer, click on the "Select" button and then ñSignò. The predefined 
signature matrix rules will be applied accordingly.   
 

 

 
 

iii. After the signature, the status of the transfer changes to ñSigned". The possible 
actions on a signed standing order transfer include: 

¶ Show ï to view the details of the transaction 
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¶ Cancel ï to cancel the standing order 

¶ Suspend ï to suspend the standing order  

¶ Skip next occurrence ï to skip the next occurrence of the scheduled standing 
order 

 

 
 

iv. In the transfer history, the user can view the next scheduled due dates for all 
standing orders. 

 

  
 
NB: If the first due date is equal to the creation date of the standing order: 
 

¶ The first due date appears in the "Signed" section and the standing order is sent to 
the bank for execution 

 

 
 

 

¶ The next due date is displayed in the "Scheduled" section. 
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7.3 Edit a standing order  
 
A standing order amendment is only possible on created transfers that have not been 
signed. While Corporate customers can only amend the amount field of the transfer, Retail 
customers can amend all the fields of the transfer.  
 

7.4 Suspend/Resume a standing order 
 
A user can suspend a signed standing order at any time by clicking on the ñSuspendò 
action of the targeted transfer. 
 

 
 
In this case, all due dates are suspended and are therefore not sent to the bank for 
execution. 
 

 
 
The user can activate the standing order by clicking on the ñResumeò action.  
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The next due date reappears in the list of scheduled transfers. 
 

 
 

7.5 Skip the next occurrence of a standing order 
 
Users can skip the next due date for a standing order. 
 

i. Click on the ñFunds Transferò menu and select ñStanding ordersò 

ii. Click on ñSkip the next occurrenceò on the targeted standing order 

 
 

 
 
The status of this standing order then changes to ñSkippedò  
 
The skip will only apply to the next due date and will therefore not executed. After this due 
date, the next one will be scheduled. 
 
Users can also unskip the next due date of a skipped standing order transfer by clicking on 
ñUnskip next occurrenceò. 
 
























































