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1. Internet Banking BOAweb i Key Features

The key features of BOAWeb are available in three parts :

| Account Inquiry

A View account balances

View end of day balances

View detailed transaction movements - List of transactions on accounts

Search and Download: Search for transactions on accounts and download statements
in CSV, XLS (Excel) and PDF formats

> > > >

Funds Transfer

A Domestic funds transfer with the possibility of adding a new beneficiary
International funds transfer with the possibility of adding a new beneficiary
International funds transfer with the possibility to attach supporting documents
Beneficiary management (secure addition of a new beneficiary)

Signing of payments (for multi-signatory business customers)

> > > > >

Personal Settings

A My accounts (Information about my account settings)

My personal data (email address, mobile phone number, address)
My security details

Change my password

Multi-factor authentication

> > > > >

Services
A Cheque book request
A BOA Express Money Transfer
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2. First connection to BOAweb
2.1 Subscription to BOAweb

i.  Go to your BOA branch or contact your Relationship Manager to fill in the BOAweb
application form.

ii.  You will receive an e-mail notification from BANK OF AFRICA containing your user
name and a link to connect to the portal and set up your password. The e-mail is
sent to the address that you indicated the BOAweb application form.

A!mportant :
A The link received via e-mail can only be used once and is valid for 24 hours. In case you
face any difficulties, kindly contact your Relationship Manager.

2.2 Password set-up

i.  Click on the link received by e-mail and enter the following information in the
password set-up screen:
1 Account number: The last 7 figures of one of your account numbers. To find it,
please refer to your account statement.
User name: Provided in the e-mail sent by the bank
New password: 6-digit combination
1 Password confirmation: Same 6-digit combination as above

= =
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M BANK OF AFHICA Contactus User guide

Groupe BMCE BANK T

Change my password

BOAWEb Account Root

Enter the last 7 digits of the Accot | @

Welcome to the BANK OF AFRICA BOAweb Internet Banking portal.
Username

© How to enter your Account number

New Password

Enter the last 7 digits of one of your account numbers

Log in

You have not received the unlocking email ?

i. Click on AConfirmo.
iii.  You will receive an e-mail confirming the successful setup of your password.
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2.3 Log in with your username and password

i.  After you have completed the previous step, you will immediately be redirected to
the log-in page.

i Your password has been changed successfully. Log In
Username

Welcome to BOAweb!
Password

We are pleased to inform you that B-Web has changed to BOAweb, with a new laok.
With BOAweb, you have access to the same features with enhanced security.
9
In case you activated the Multi-factor Authentification on your account, you should provide:
* Your username 2 1 8 3 5

* Your password
* The code provided by Google authenticator or Microsoft Authenticator mobile application to

log in. Enter Google Auther

Authen
If it is your first time to visit this page, please click here to reset your password e

i. Enteryour wusername and newly created passwor (
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2.4 Acceptance of the General Terms and Conditions

i.  All first time user are required to read and accept the general terms and conditions.
To accept, check the box besides Al accept
t hen c IContnkedoon A

i You must accept the BOAweb terms and conditions before you begin using the service.

Accept the terms and conditions

ARTICLE 14: PRODUCT DEVELOPMENT - SERVICE PROVISION.

Technological progress may be such that the Bank will develop the "BOAWeb" service further and make further changes as it thinks fit. Services that are
not yet operational at the time of the signing of the Contract will gradually be made available to the Customer. The Bank will inform the Customer of
these by all means. Unless the Customer expressly requests otherwise, the Customer will automatically receive all new "BOAWeb" service modules as
and when they appear. If the Customer is not satisfied with the adaptations and developments made by the Bank to the "BOAWeb" service they may
terminate the contract under the conditions laid down in Article 4 of these conditions.

ARTICLE 15: PROTECTION OF PRIVACY

Personal information collected in the context of the "BOAWeb" service is intended for the Bank which hereby is authorised to store it in a computer
memory, use it and pass it on, for the same purposes, to the companies in its group, its brokers and insurers and even to third parties or subcontractors
for management requirements The Customer may exercise the right vis-&-vis the Bank to access, correct or delete data as well as to object to their
processing. For this purpose, the Customer may write to the Bank at the following address: BOAWeb@boaholding.com

| accept the BOAweb terms and conditions

CONTINUE

2.5 Telephone number update

i.  The last step consists of updating your telephone number on the portal if you had
indicated an updated number in the application form. Select your country, enter
your mobile telephone number, confirm it and then click on iConfirm telephone
numbero .

i Your mobile phone number has been set.

Personal settings

Please select your country of residence

Cl - COTE D'IVOIRE b

Mobile phone number (without the country
code)

771111111

Confirm the maobile phone number (without
the country code)

771111117

(CONFIRM THE PHOME NUMEER



BOAweb i Customer User Guide V 2.0 —TBANK OF AFRICA

BMCE Grour  (9)

ii.  You can now view your accounts and freely navigate the portal.

Last log in : 2020-08-12 13:56:13 UTC Contact | User guide
L BANK OF AFRICA

Groupe BMCE BANK o _ES: - FROEN

‘ﬁ' Account reporting ™ Funds Transfer * Services ¥

1 Your mobile phone number has been set.

My accounts

Account name and number Account type Currency Current Balance Available Balance
Compte - 1222222222277 77771777777 Curre EUR 0.00 A
TOTAL BALANCES IN XOF 0.00 0.00

Dashboard
All transactions Q
View initiated payments [
Transfers history )
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3. Activating multi-factor authentication (MFA)

To ensure reinforced security while using BOAweb, it is advisable to activate multi-factor
authentication. MFA is a security system that enables you to verify your identity by
requiring multiple credentials. In the case of BOAweb, in addition to your username and
password, it would enable you verify your identity using a one-time code generated by a
multi-factor authentication application.

For funds transfers, the bank has set threshold amounts above which MFA is mandatory
for Enterprise customers. For more information on the specific threshold amounts defined
by your respective bank, click on fFind out moreoafter logging in to BOAweb.

i. Download Google Authenticator or Microsoft Authenticator from Google Play (for
Android users) or App Store (for iOS users) on your mobile device.

i. I'f you havenodt yet activated MFA, once | ogc¢
on your screen prompting you to do so. Clickoni Fi nd out mor eo.

‘ﬂ Account reporting ™~ Funds Transfer - Services ~

To improve the protection of your accounts, it is now mandatory to activate multi-factor authentication to be able to m
validate transfers above a defined threshold amount

i Successful log-in

iii. Read the information on reinforced security and then click on A Act i v afaceor mu | t
aut henticationo.

Reinforced security for your accounts

nresnolgs per transaction type above which mulli-ractor authentication 1s mandatory

e e TP

T 10 aLCouUnt Transter - my acoounts ALIE 25, 00000 RIE SULCOUND

iv.  Follow the instructions to complete configuration of Google Authenticator or Microsoft
Authenticator on your mobile device and activate MFA :
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Multi-factor Authentication

Multi-factor authentication is not activated for your account.

1. Download/Cpen the Google Authenticator aoo
or Microsoft Authenticator zpp on your mobile device
2. 5can the QR CODE

3. Enter the code generated by the application

1 Open the Google Authenticator / Microsoft Authenticator application that you
downloaded onto your mobile device.

1 In the application, go to the option that enables you to add an account. The
application proposes two methods to add the account i Scan QR code or Enter a
setup key. Select AScan QR codeo.

1 Scan the Quick Response Code (QR code) that is displayed on your BOAweb
screen. This QR Code is associated to your user account. You will only need to
scan this once to complete the setup.

Multi-factor Authentication

Multi-factor authentication is not activated for your account

' Download/Cpen the Google Authenticator aoo
or Micresoft Authenticator apo on your mobie device
2. 5can the QR CODE

3. Enter the code generated by the application

Ex: 321456 ACTIVATE

10
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1 Enter the 6-digit code generated by Google Authenticator / Microsoft
Authenticator in the field just below the instructions on BOAweb.

123 456

Multi-factor Authentication

Multi-factor authentication is not activated for your account

1. Download/Cpen the Google Authenticator zoo
or Microsoft Authenticator 200 on your mooile device
2. Zcan i QR CODE

3. Enter the code generated by the application

Ex: 321456 ACTIVATE

T Click on AActivateo.
1 MFA has now been enabled for your BOAweb user account.

'ﬂ‘ Account reporting ™ Funds Transfer = Services ™

1 Two-factor authentication enabled

For further guidance, watch the video here.

11
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Almportant :

A You must enter the code immediately otherwise it will expire after 30 seconds. You would
then have to use the new code shown on the app within 30 seconds.

A In case of difficulty or failure to log in, you will need to contact your Account Manager to
provide further assistance.

A With each new log in, you will need to get a new code from Google Authenticator / Microsoft
Authenticator.

A You will also be required to generate a 6-digit code to approve funds transfer transactions.

A In case you change your mobile device, re-install the Google Authenticator / Microsoft
Authenticator application on your new mobile device and request a fresh QR code via the
BOAweb portal.

12
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4. Reset Password

i. Inthe event of a forgotten password, navigate to the log in page of the BOAweb portal
and click on fReset passworda

Log In

Welcome to BOAweb! Username

We are pleased to infarm you that B-Web has changed to BOAweb, with a new look. Password
Passwa

With BOtwely, you have access 1o the same features with enhanced security

In case you activated the Multi-factor Authentification on your account, you should provide;

» Your username 6 | 5 9 0
* ‘Your password
» The code provided by Google authenticator or Microsoft Authenticator mobile application to 7 2 & 3 4
login,
=0

If it s your first time to visit this pege, please click hers o reset your password

For mare details, please contact your BANK OF AFRICA branch

ii.  Enter your username to receive the instructions on how to reset your password.

SEND ME RESET INSTRUCTIONS

Login

iii.  You will receive an e-mail from the bank with instructions on how to reset your
password.

13
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5. Change Personal Information

This allows you to modify user-specific personal data e.qg.
A E-mail address

A Cell phone number

A Physical and postal Address

A Language

Almgortant:
Enter all required information to complete the update.

BB Bank Of Africa - Internet Banki x4+

<« @ (@ https://boaweb.of.africa/users/contact Q ¥ w Q@@ 0T v Q@06 ‘ H
Last log in : 2019-01-3010:03:49 UTC
i BANK OF AFRICA
.............. @ [JHON SMITH~  FR EN
ﬂ Account reporting ~ Funds Transfer ~ Personnal settings =~ Contact

My Contact Details
E-mail address *
john.smith@gmail.com

Phone number *

773334455

Address *

Address not defined, please fill it

Language *

English

Please set your password

Click 1o compose the digits that make up your passwerd {minimum of & digits)

3 o 2 1 6 8 7 9 a 5

14
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The registration of a new beneficiary requires the use of a verification code that the user can

opt to receive via e-mail or SMS.

BB Bank Of Africa - Internet Banki X 4+

< C  © htipsi/

f.africa/beneficiaries/new

WP BANK OF AFRICA

Groupe BMCE BANK o

ﬂ Account reporting ¥ Funds Transfer =

Create New Beneficiary

Account number (IBAN) *
Beneficiary name *

Address

SAVE

©® PAN AFRICAN SOLUTIONS SERVICES - BOAweb 2019

‘ Account reporting ¥ Fund transfer ~

Finish beneficiary creation

Personnal settings ~

Bank code (BIC) *

Transfer type *

International transfer

Personnal settings ~

Fill in the last four digits of your phone number

a v Beo2a@ao0oT"vaBoaoaeoe $:

Last log in : 2019-01-30 10:03:49 UTC
EJOHN SMITH~  FR EN

Contact

BENEFICIARIES

© BANK OF AFRICA 2019 - BOAweb

SEND ME A SMS

15
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7. Standing Orders

In the BOAweb application, it is possible to create, modify or cancel a domestic or
international or an account-to-account standing order.

7.1 Create a standing order

Users can create the following types of standing orders:
i Domestic or
1 International or
1 Account to account (accounts within the same bank)

i.. Il n the AFunds Transfero menu, sel ect t he d
"Domestic funds transfer".

‘ﬂ Account reporting v Funds Transfer « Personnal seftings - Contact User guide
Domestic funds transfer
My accounts

International funds transfer

Account name and number Bulk Payment sunt type Currency Balance

Comgpte EUR - SN1000100200202483001128 Account to account transfer int EUR 12,147.40
Standing Orders

Compte XOF - SN1000100200202483000837 nt XOF T68,628.00
hanage beneficaries

TOTAL BALANCES IN XOF B8,725,175.00 *
Sign transfers
* Armount shown ar indicative only.

Transfer history

iv.  Fillin all the fields of the funds transfer form:
Beneficiary

Account to debit

Currency

Amount

Transfer fee details

Reason for transfer

= = =4 =4 -9

v. Check the "Set as a Standing Order" checkbox

Set as a Standing Order

vi.  Fill in the additional fields for the Standing Order:
1 First due date i indicates the execution date of the standing order. This date is
usually equal or superior to the initiation date.

16
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1 End date i indicates the end date of the standing order. It is strictly superior to
the date of the first due date.

1 Frequency i indicates the frequency of the transfer: daily, weekly, bi-weekly,
monthly, bi-monthly, quarterly, half-yearly, and yearly.

Domestic Funds Transfer

Beneficiary
TEST BULK P BOA RDC - (BJ0610100100189536000050) AFRIBJE] ~

Account to debit

Compte EUR - SN1000100200202488001128 - EUR

Currency Amount First due date
EUR - European euro ¥ 1400,0 2020-01-02
Set as a Standing Order End date Frequency
of 2020-03-05 Monthly -

Detail of charges

Charge beneficiary -
Description
Description
vii.  Confirm the creation of the standing order by clicking on "Create a new funds
transfer".
viii.  The standing order created is available at any time and can be viewed by clicking
on fAiStanding orderso indshdramnsepeown meinst
ﬂ' Account reporting = Funds Transfer ~ Personnal settings ~ Contact User guide

Domestic funds transfar

Beneficiary Amount Cumency Next occurrence Status

Intarnational funds transfer

g
1 B

:

TEST BULK P BOA RDC Bulk Payrnent 3 1201.0 EUR

Account to account transfer

TEST BULK P BOA RCC ] 1200.0 EUR
Standing Orders

3
:

PAN AFRICAN SOLUTIONS SERVICES Manage beneficaries 3 5.0 EUR 2019-12-26

Sign transfars

TEST EULK P BOA RDGC v 5.0 EUR 2019-12-26
Transfer history

y
;

RN
[0
i
&

TEOT BN ¥ D DAA DR SR AR ARSI A SO 4 0 Anmn n ciie anan 1A aa

17
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7.2 Sign a standing order

This step allows you to sign the following types of standing orders:
i Domestic or

9 International or

1 Account to account

NB: The standing order is automatically cancelled by the system if it is not signed within 6
days after the set up date.

i. In the AFunds Transfero menu, select " Stan
to be signed The transfers awaiting signa
signaturebo

Beneficiary Debited account Amount Currency  Next occurrence Status Actions

TEST BULK P BOA RDG SN1000100200202489001128 1400.0 EUR 2020-01-02

& Show
TEST BULK P BOA RDC SN1000100200202489001128 1200.0 EUR 2020-02-02 !
+ Sign
J @ Edit
i. To sign the transfer, click on the "Select

signature matrix rules will be applied accordingly.

i The transaction has been signed

TRANSFERS

II|

From Amount to transfer Date Type
SN1000100200202489001128 EUR 1,400.00 02/01/2020
To Beneficiary Reason Detail of charges
BJ0610100100189536000050 TESTBULK P BOA RDC Beneficiary
Signatories
Nom Password 02/01/2020 o
ii. After the signature, the status of the tra

actions on a signed standing order transfer include:
 Show to view the details of the transaction

18
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1 Canceli to cancel the standing order
1 Suspendi to suspend the standing order
9 Skip next occurrence 1 to skip the next occurrence of the scheduled standing
order
Beneficiary Debited account Amount GCurrency Next occurrence Status Actions
TEST BULK P BOA RDC SN1000100200202489001128 1400.0 EUR 2020-02-02
@ Show
TEST BULK P BOA RDC SN1000100200202489001128 1200.0 EUR 2020-02-02 I
@ Cancel
3 @ Pause

M Skip next occurrence
D PAN AFBICAN SOLUTIONS SERVICES - BOAweb 2019

iv.  In the transfer history, the user can view the next scheduled due dates for all
standing orders.

Transfers list

To be signed [§] Scheduled g} Signed () Cancelled
TEST BULK P BOA RDG EUR 1.400.00 02/02/2020 @®
BJ0610100100189536000050

NB: If the first due date is equal to the creation date of the standing order:

1 The first due date appears in the "Signed" section and the standing order is sent to
the bank for execution

Transfers list

To be signed ) Scheduled g Signed B Cancelled )
TEST BULK P BOA RDC EUR 1,400.00 02/01/2020 ®
BJ0610100100189536000050

1 The next due date is displayed in the "Scheduled" section.

19
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Transfers list

To be signed [{] Scheduled g Signed B} Cancelled [
TEST BULK P BOA RDC EUR 1.400.00 02/02/2020 @
BJ0610100100189536000050

7.3 Edit a standing order

A standing order amendment is only possible on created transfers that have not been
signed. While Corporate customers can only amend the amount field of the transfer, Retail
customers can amend all the fields of the transfer.

7.4 Suspend/Resume a standing order

A user can suspend a signed standing order atanytimeby <c¢l i cking on the i
action of the targeted transfer.

Beneficiary Debited account Amount Currency Next occurrence Status Actions
TEST BULK P BOA RDG SN1000100200202483001128 1400.0 EUR 2020-02-02
@ Show
TEST BULK P BOA RDC SN1000100200202483001128 1200.0 EUR 2020-02-02 |
@ Cancel
3
@ Pause

D PAN AFRICAN SOLUTIONS SERVICES - BOAweb 2019 M Skip next occurrence

In this case, all due dates are suspended and are therefore not sent to the bank for

execution.
i The Standing Order is on hold
Beneficiary Debited account Amount Cumency Next occurrence Status Actions
TEST BULK P BOA RDG SN1000100200202489001128 1400.0 EUR Paused

The user can activate the standing order by ¢

20



BOAweb i Customer User Guide V 2.0

Beneficiary Debited account Amount Currency Mext occurrence
TEST BULK P BOA RDC SN1000100200202489001128 1400.0 EUR Paused
TEST BULK F BOA RDC SN1000100200202489001128 12000 EUR 2020-02-02

The next due date reappears in the list of scheduled transfers.

Transfers list

To be signed [{] Scheduled Signed B}

TEST BULK P BOA RDC EUR 1,400.00 02/02/2020
BJ0610100100189536000050

7.5 Skip the next occurrence of a standing order

Users can skip the next due date for a standing order.

i. Cli on

c k A
i. Click on ip

~ O

h
S

o5t

Funds Transfero
t he next occurrenceo on

—T-BANK OF AFRICA

Status Actions
@ Show

|
@ Cancel
© Resume

Cancelled

@

The status of this standing order then changestoi Sk i ppedo
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menu and

The skip will only apply to the next due date and will therefore not executed. After this due

date, the next one will be scheduled.

Users can also unskip the next due date of a skipped standing order transfer by clicking on

AUnskip next occurrenceo.
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